
In the context of the COVID-19 (formerly 2019-novel coronavirus ‘2019-nCoV’ disease) pandemic, a lockdown (also known as a stay-at- home

order) is a government-imposed full or partial ban on movement in a country, including the closure of all non-essential business.

The majority are accompanied by border closures or a ban on inter-city movement, and often with complete or comprehensive restrictions on

flights and maritime movements. The directive requires a given population to remain inside or in a government-sanctioned facility over a given

time frame, apart from medical or essential reasons. Lockdowns are often enforced via legal means (fines or, in some cases, jail sentences).

These mandatory self-quarantines are used by governments to decrease exposure and spread of the virus and isolate those affected. Overall, it

is a collective action that aims to decrease the number of new cases and elongate the peak affection period to reduce the simultaneous demand

on medical facilities within the country.

As the COVID-19 pandemic continues to unfold, many organisations are faced with the difficult task of

supporting employees based abroad and must consider the impact this situation has on these staff and

operations.

This not only includes sudden restrictions on movement rendering evacuations difficult, but longer-term

security consequences from resource constraints through to social unrest and a deterioration in law and

order.

The decision to maintain staff and/or dependents at a given location should be taken after careful

consideration of the ability to work through and sustain further movement restrictions, potential reduction

or rationing of supplies, an assessment of the resultant impact on the county’s security environment, as

well as your organisations risk appetite, particularly in MEDIUM, HIGH, or EXTREME risk security

environments.
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• Protest activity against and in defiance of government restrictions

• Opportunistic crime, including residential break-ins or looting

• Heavy-handed response by the police and security forces enforcing curfews or other restrictions

• Xenophobia (acts of verbal, physical harassment) targeted at those who are falsely seen as spreading the virus or having privileged  

access to medicine and food supplies

• Militancy, whereby the consequence of militaries diverting resources to combat the pandemic impacts the response to ongoing  

insurgencies

• Fake news spreading false information and leading to distrust between citizens and governments

Despite low confirmed cases of COVID-19 in early March, governments across the continent were quick to  close

borders and restrict international flights in what can be considered ‘first phase’ reactions.

During the ‘second phase’ the focus will be internal restrictions, such as curfews, movement restrictions, and other measures to protect

relatively weak healthcare systems. As citizen’s livelihoods become impacted and underlying distrust grows, we assess it as likely that

countries will see increasing levels of unrest, with indirect risks for in-country staff and operations.

Preparing now for realistic scenarios and establishing country-specific triggers, will allow organisation to better recover and resume operations

when restrictions are lifted.
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The majority of lockdown orders related to COVID-19 will be implemented for a sustained period, possibly up to 9 -12

months. Managers should consider both physical and mental wellbeing resultant challenges. The decision to remain

in-country should be taken after a careful review of the ability to work with the restrictions, periods of isolation,

directives and mitigation measures of the authorities, such as:

• Access to quality medical care, the usual standard of local medical care, and the local health system’s capability to manage a sudden surge  

in demand;

• Whether the staff member is in a higher risk group for severe disease;

• The nature of the overall infrastructure and security environment in the country, including: the potential for a deterioration in law and order  

and the risks posed by secondary security incidents;

• The ability to reliably procure basic goods and services, including during high demand periods;

• The ability to immediately stand-fast (shelter-in-place), in secure accommodation, amid a sudden deterioration in the security environment;

• The ability and comfort level of staff to stay for an extended period at their destination with limited or no support.

During a lockdown order, it is crucial that your staff follow all official directives and continue to observe the usual risk mitigations in a given

location. It may be worth using local partners and providers to maintain stocks of essential supplies on a regular basis. Also consider the comfort

of your staff – do they feel safe and secure in this location and also are they comfortable to reside there for longer periods? Minimising movement

is essential and staff already resident in secure compounds should remain in their familiar surroundings.

Security managers should take into account the Travel Security Risk Rating and stability of a country and the potential for a sudden deterioration

in the security environment. Such events may mean staff are unable to conduct essential movement to obtain supplies and will need to

immediately adopt a ‘stand-fast’ approach. ‘Stand fast’ means gathering or remaining at a secure location, potentially for a prolonged period, in

the event that movement is restricted or deemed too dangerous.

Physical security considerations include continuity of access control, a security perimeter around the location, the integrity of building structure

and confidence in the integrity of security staff. Planning should also include a secondary site and means of transport in the event the primary

location and surrounding areas become insecure.
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Below are essential items to have in preparation for the need to stand-fast in a secure location for at least one week:

✓ Non-perishable food

✓ Drinking water supply (approximately four liters of water per person per day, for drinking and sanitation)

✓ Fuel

✓ Medicines and first-aid kit

✓ Candles, torches and extra batteries

✓ Soap and disinfectants

✓ Phone cards and other subscriptions; mobile phone with chargers; battery-powered or hand-crank radio and extra batteries

✓ Basic consumables (including hygiene and maintenance products)

✓ Cash secured in a discreet location (eg: safebox): at least US $2,000 per person, as well as local currency

✓ Emergency equipment (medical, fire extinguishers, sand etc.)

✓ Seasonal equipment (blankets, fans, additional clothing etc.)

✓ Important documents (passports, copies of medical prescriptions, insurance policies and bank account records) in a waterproof, 

portable container
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